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 Return on Investment
Total Saved: €1,647.12

   
Maintaining a low device risk score is crucial in
working proactively against device breaches ex.
Vulnerabilities, Complex attacks, DNS.

Device Risk Score:

Maintaining a low user risk score is crucial in working
proactively against user accounts breaches ex.
Abnormal logins, Cloud Ransomware attacks.

M365 Risk Score:

   
The total alert volume handled by the Heimdal MXDR / SOC team is as follows.

Total alerts: 331  Open: 350

https://support.heimdalsecurity.com
https://heimdalsecurity.com
https://dashboard.heimdalsecurity.com


  
 

Alerts by Criticality by day, is a strong representation of the attack complexity against your environment and the
ability to asses the complexity of the attacks carried out by your adversaries.

   
The attack complexity split is a strong indicator of the attackers ability to reach the inner areas of the environment.
Critical and High alerts are an indicator that attackers are in near proximity of breaching.

   



This graph lists the MXDR / SOC's team response time by Criticality for your environment.

   
Alerts by Heimdal Engine type is an indicator of how far the attacker is in the attack cycle. NGAV+XTP, Bruteforce
and Ransomware sourced alerts are typically rated more critical as they could indicate potential breaches. 

Heimdal's SOC team treats those with the outmost urgency.

   



This graph lists a breakdown of the most critical rule detections in Heimdal's TAC Portal and showing the attackers
most preferred attack type. Its purely for informational purposes.

High and Critical by Rule

43.5% | NGAV: Infected File Denied
15.2% | NGAV: Infected File Allow
13% | REP: Process blocked
8.7% | Suspicious Add Task From User AppData
Temp
6.5% | Brute Force Attack
2.2% | File Created with System Process Name -
5D77EC26
2.2% | Malicious SSP loaded into the LSA process
8.7% | Other

Most actioned Hostname: N/A / Count: 0
   



Need Assistance?
If you require any help, please don't hesitate to reach out to us at the appropriate contact:

1. Corporate Customers: b2bsupport@heimdalsecurity.com

2. Partners: partnersupport@heimdalsecurity.com

3. MXDR Service: mxdr@heimdalsecurity.com

We’re committed to providing you with the best possible experience and security. 

Best regards, 
The Heimdal Team
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