Detailed Report

E 14.03.2025 - 21.03.2025




Hello HEIMDAL Support Team,

This report includes an analysis of your environment for the following period: 14.03.2025 -
21.03.2025

Risk Overview
: Risk Level High

& DarkLayer

Guard Endpoint

Risk Level: Low

Module Summary

Suspicious requests: 25679
Prevented attacks: O

Blocked traffic: O

Note: All active devices within the given timeframe are considered by the DarkLayer Guard
module to have a low probability of infection based on the blocked traffic requests.

VectorN

Detection Endpoint

Risk Level: Low

Module Summary

Dangerous traffic patterns: 0



. d
Windows 3'Y Party

Software Updates

Risk Level: High

Module Summary

Vulnerable applications: 6
Patches applied: 98
Software updated: 52

Software monitored: 57

® Hostname: SUPPORTS8\testnoap
Vulnerabilities: 2

® Hostname: SUPPORT9\TestNoAP
Vulnerabilities: 2

® Hostname: SUPPORT1\Test

Vulnerabilities: 1

Note: The Patch Management report offers an overview of your environment for the selected time
frame.

It seems that there are 6 current vulnerable applications that were not successfully patched and
require your attention.

For further details please log in to the Heimdal Dashboard and check the current vulnerable
applications in the Products -> Patch & Asset Management -> 3rd Party Software view using the
Currently Outdated view selector or contact your Account Manager.



Linux 3" party

Software Updates

Risk Level: Low

Module Summary

Vulnerable applications: 0
Patches applied: 0
Software updated: 0

Software monitored: 0

Note: The Patch Management report offers an overview of your environment for the selected time
frame.

For further details please log in to the Heimdal Dashboard and check the current vulnerable
applications in the Products -> Patch & Asset Management -> 3rd Party Software view using the
Currently Outdated view selector or contact your Account Manager.



Mac 3'9 Party

Software Updates

Risk Level: Medium

Module Summary

Vulnerable applications: 1
Patches applied: 13
Software updated: 2

Software monitored: 23

Hostname: macOS2\test

Vulnerabilities: 1

Note: The Patch Management report offers an overview of your environment for the selected time
frame.

It seems that there are 1 current vulnerable applications that were not successfully patched and
require your attention.

For further details please log in to the Heimdal Dashboard and check the current vulnerable
applications in the Products -> Patch & Asset Management -> 3rd Party Software view using the
Currently Outdated view selector or contact your Account Manager.



B Microsoft OS

Updates

Risk Level: Low

Module Summary

Installed updates: 4

Available/Pending updates: 0

No windows updates were detected in the mentioned timeframe.

Note: The OS updates module shows the available update from your environment that have not been
installed. In case you have any additional inquiries, please contact your account manager or your
preferred software reseller.

B Linux OS

Updates

Risk Level: Low

Module Summary

Installed updates: O

Available/Pending updates: 0

No linux updates were detected in the mentioned timeframe.

Note: The OS updates module shows the available update from your environment that have not been
installed. In case you have any additional inquiries, please contact your account manager or your
preferred software reseller.



=l Mac OS

Updates

Risk Level: Low

Module Summary

Installed updates: 0

Available updates: 4

# Update Name: macOS Sequoia 15.3.2
Version: 15.3.2
Endpoints: 1

# Update Name: macOS Sonoma 14.7.4
Version: 14.7.4
Endpoints: 1

# Update Name: Safari
Version: 18.3.1

Endpoints: 1

Note: The OS updates module shows the available update from your environment that have not been
installed. In case you have any additional inquiries, please contact your account manager or your
preferred software reseller.
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